Abstract
Introduction
Email has long been considered an important method to conduct unstructured communications, be it among employees of a company or faculty, staff, and students on a university campus. Email and other forms of electronic communications have been credited with increasing innovation, facilitating collaboration, and helping maintain social ties among people [52] . Over the last decade, many branches of government, businesses, and universities began adopting policies which effectively make email the preferred and official means of communication, making it equal to written (paper) communications in all respects. In this paper, electronic communications refer to email, instant messaging, web browsing, and other services involving transmission of electronic information.
In government and business environments, email and other forms of electronic communications are also viewed as a source of some adverse effects, such as an increase in the unproductive use of time and added security threats. In a corporate or government environment, it is clearly desirable that employees use these tools in a way that does not contradict managerial objectives [1] . However, if the organization strives to increase unstructured communication as a way to increase productivity and motivation, using such tools for private communications should be encouraged. On the other hand, if an organization considers email and other electronic communications media strictly as a means of efficient work-related communications, wellarticulated policies need to be in place. The growth of email use has been followed rather than preceded by the adoption of policies as employers are trying to play catch up with the broadening use of electronic communication by employees.
There are many similarities between the use of electronic communications in academic and government or corporate environments. First of all, universities are businesses in the field of higher education. By their very definition, public universities are supported by state governments and operate within the context of existing state and federal laws and policies. As a result, all aspects of electronic communications occurring at or facilitated by public universities must be viewed in a broader context of the e-government domain. Although they may not have many trade secrets that need to be guarded from unauthorized discussion in email or other electronic media, universities are entrusted with a plethora of private student information containing their academic, financial, and health-related records. Policies concerning email use by university faculty and staff, therefore, could be quite similar to those adopted by business management or e-government. On the other hand, a typical information technology (IT) infrastructure on a university campus serves not only faculty and staff, but also a large student body. The amount of email and network traffic generated by students frequently and by a large measure exceeds that generated by faculty and staff. Student use of electronic communications (including email, web browsing, and participation in social networks) could be very difficult to regulate. However, students by their very nature are more inclined to use these tools for purposes that are not related to their studies. Consequently, there is a clear need for university administrators to establish a set of policies that would regulate campus-wide use of electronic communications.
Private information on campus
Information systems of a typical public university may contain a substantial amount of personal information concerning students, faculty and staff. This information may include academic information such as grades, information about disciplinary actions, medical records, social security numbers, pay rates and annual salaries, etc. Until recently, few academic users were concerned about the privacy of their records in spite of having little knowledge of the details about how their records are acquired, processed and stored [28] . However, many recent reports of data theft and unauthorized access of university records have raised awareness of these issues [45] . Because IT departments are responsible for preventing such occurrences, it is natural for them to give a higher priority to the monitoring of network traffic and electronic communications over the privacy concerns of individual users [17] . Consequently, user privacy could be reduced to unacceptable levels. To prevent this, users should be made aware of the existing monitoring policies, as well as the specific techniques used to enforce compliance with such policies. Open and clear information about such policies is a step to build the trust of users and potentially reduce their concerns of diminished privacy [24, 54] .
One of the goals of the Family Educational Right to Privacy Act of 1974 (FERPA) is to protect student record privacy; it allows students to inspect the records pertaining to their academic activities, as well as limit their disclosure. However, there are many concerns of the effectiveness of this law in the days of ubiquitous electronic records and widespread network connectivity. A set of new interpretations came into effect in January 2009, but they were primarily a response to the 2007 Virginia Tech massacre and were mainly concerned with the use of student identification numbers and the release of student records. EDUCAUSE, a nonprofit association aimed to advance higher education by promoting the intelligent use of IT, maintains that FERPA is likely to be ineffective in protecting student privacy in the ever-evolving technological environment [18] . Main technological challenges to the privacy of student information identified by EDUCAUSE includes email, web browsing, digitized documents, digital signatures, audio and video conferencing, as well as electronic exchange, and the archiving and retrieval of student information.
Expectations of privacy
Privacy, "the right to be let alone" [60] has been extensively analyzed from legal and philosophical points of view producing varying results. Most theorists take the view that privacy is a meaningful and valuable concept [14] ; however, some argue that there is no right to privacy and that there is nothing special about privacy, because any interest defined as private are protected by rights to property and bodily security [55] . Although multiple definitions of and approaches towards privacy subsist, the term remains elusive as theorists try to define the scope and limits of privacy [22, 39] . As the technology has advanced increasing the capabilities to gather, process, store and distribute all forms of information, the concept of privacy has become one of the most contentious issues of the information age [11] . Rapid growth of many Internetenabled initiatives, such as e-government and on-line education, have lead to new, more severe implications of privacy breaches, which have been attracting an ever-growing attention from the government, academia, and the public. A large body of relevant work on how users cope with privacy challenges of the digital world has shed some light on the subject [7, 16, 36, 38, 50] . College students, who are the study population of this paper, and different facets of their online habits and behavior, also have been intensely researched [8, 41] .
A body of existing research work indicates a number of possible reasons for the implicit expectation of privacy in electronic communications, which includes technological reasons, analogies with traditional postal mail, a feeling of security, and the absence of policy.
Misunderstanding of technology. In order to write an email or send a private message to another Facebook user, one needs to log in with a correct user name and password [10, 61] . Such a login procedure may create an illusion of privacy that no one can read their email or private communication intended for another user. Furthermore, some users incorrectly assume that once email is delivered, no copies are left behind and when an email message is deleted all traces of its existence are irrevocably removed.
Postal mail analogy. Many users extend the expectations of privacy given to postal mail onto electronic mail [20] . Since it is illegal for anyone other than the addressee to open and read letters sent by postal mail, many assume that the same analogy is true for email [49] . In fact, protections extended to postal mail under a number of federal laws do not extend to electronic mail or any other forms of electronic communications.
Feeling of security. A substantial amount of meaning in conversation is conveyed via nonverbal and emotional cues, which are absent in most electronic communication media (with the obvious exception of voice and video conference tools) [9, 15] . Some research work suggests that reducing the presence of social context cues could lead to an increased feeling of security provided by a communication medium [20, 61] . Email, discussion boards and social networking sites are among these kinds of media, and as a result, users often express themselves more openly under a misguided sense of privacy.
Absence of policy. If there are no explicit policies governing the use and monitoring of electronic communications, especially email, users may simply assume that all of their email is private [49] .
In a business environment, the adoption of policies governing the electronic communications of employees may be an important tool serving many diverse purposes, such as guarding trade secrets [1] , increasing productivity [10] , and preventing any legal actions by employees against their employers [25, 62] . Additionally, clearly specified policies could lead to improving employee morale and attitudes [33, 40, 43] , as well as an increase in their trust of the employer [3, 46, 51] .
A number of similar trends could be observed in an academic environment. However, two important factors must be taken into account that make an academic setting substantially different from a traditional business environment from the perspective of electronic communications monitoring. On the one hand, traditionally, faculty expect to enjoy the benefits of academic freedom, which entails the possibility of engaging in research in an extremely wide variety of subjects. As more and more sources of information (digital libraries, news agencies, etc.) are present online, more faculty members are accessing these resources. From the IT management perspective, it may be extremely difficult to distinguish from the content being accessed for personal reasons or for research purposes [32] . On the other hand, in a typical academic setting, students are responsible for generating a very substantial share of network traffic. While on campus, students could be using computers and the Internet connectivity during and outside of class time for both course-related activities and personal communication. Although it may be possible to establish and enforce an acceptable Internet use policy [23, 48, 53] , students may not be aware of it and its implications.
The next section provides a sampling of acceptable Internet use policies from a broad spectrum of universities and analyzes their importance, and possible influence on the user behavior.
Campus policies and their implications
As Internet access becomes an everyday necessity, many government offices, businesses, and institutions of higher education have established a range of formal acceptable use policies (AUP) regulating Internet access on their networks, as well as many forms of electronic communications. Many such policies include clauses explicitly indicating that the electronic communications occurring on the organization's network may and will be monitored [6] . In fact, a recent survey conducted by the American Management Association indicates that over 66% of al employers actively monitor electronic communications of their employees [4] .
Ensuring policy compliance by users is a continued problem facing many organizations and their IT departments [47] . Organizations have to make a choice about how active they want to be in enforcing such policies. One option is access restriction, which may work well to block access to a list of well-known undesirable web sites or Internet services (this may also include complete access restriction to all external websites). However, in an academic environment such restrictive actions may be counterproductive given the varied range of users and the blurred boundaries between what may or may not be considered appropriate in an environment that is supposed to guarantee academic freedom. In circumstances when active policy enforcement may not be a viable option, organizations may choose to provide full access to all forms of electronic communications, but provide users with a fair warning [27] . Such warnings typically state the policies and consequences for failing to comply with these policies.
Current research indicates that users whose electronic communications may be monitored are more likely to comply with the corresponding monitoring policies if they are explicitly made aware of these policies and/or if they know that their communications are being observed [6] . Information systems for the monitoring of electronic communications have been shown to be an effective tool for detection and prevention of policy violations [5, 21] . It is important to note that in many countries, including the European Union, it is illegal to use monitoring systems that violate employee privacy rights [37] .
A substantial amount of current research indicates that when monitored, many individuals would adjust their communications in order to share less information and to reduce the volume of communications [2] . This could be explained by the desire of these individuals to present themselves in a kind of manner that they perceive to be more in line with what is expected from them by the monitoring authority [29, 30] . In particular, some research work in the area of cognitive evaluation theory suggests that when individuals are monitored for control, e.g. for compliance with rules and policies, the intrinsic motivation of individuals is replaced with an extrinsic motivation of compliance with the expectations of the monitoring authority [19, 35] .
Many studies discovered evidence indicating that computer-based performance monitoring of user activities (including stress and health factors, satisfaction, work performance, etc.) could lead to an increase in the quantity of performance, but also to a decrease in work satisfaction, higher stress, as well as other adverse effects on the individuals being monitored [13, 26, 31] . This could be explained by the social facilitation theory, which suggests that in the presence of others people would perform better on easy tasks but worse on difficult tasks. However, this theory focuses mainly on highly structured tasks such as clerical work. Monitoring of typical electronic communications, such as email and web browsing, is much more complex and less structured [42, 44] .
Many universities have adopted a range of policies ranging from broad acceptable use policies to specific policies focusing on the monitoring of electronic communications [59] Such a policy applies to all users of IT services provided by the university, including faculty, staff, students, and guests. This policy also makes it clear that all user activity may and will be logged. However, many users, especially students, may not be aware of the details of this seven page long policy. Furthermore, given the possibility that many of the users lack the necessary technological background, they may not fully understand the implications of this policy. For example, some users may assume that only login activities are recorded, while in fact this policy could be implemented to record all HTTP requests made from every computer on campus. At the same time, some universities choose to explain the specific rationale for such a policy and provide more details about the nature of records that will be kept. An Online Privacy Statement from the University of Minnesota explains that "there are four types of information that this site may collect during your visit: network traffic logs, web visit logs, cookies, and information voluntarily provided by you" [58] .
The same policy from the University of Florida [57] goes further to provide for not only logging, but also for full-scale monitoring of all activities of individual users without their knowledge:
"The university may also specifically monitor the activity and accounts of individual users of university computing resources, including individual login sessions and the content of individual communications, without notice." The implementation of this policy could be completely justified from many points of view, including federal policy compliance, litigation support, service quality assurance, etc. However, those users who may have only a superficial exposure to policy compliance, especially students, may perceive such a policy as a substantial invasion of their privacy.
Many policies contain a vague statement that individual usage may be monitored. However, some universities, e.g., the City University of New York [12] , in an attempt to lower the perceived intrusiveness of policies, explicitly state that individual usage of computer resources is not monitored, inspected, or disclosed without the user's consent, unless circumstances necessitate otherwise. The circumstances under which such information can be gathered without notice are clearly specified (in brief, to preserve the integrity, security, or functionality of computer resources, to ensure safety of users, and whenever required by law) as well as a protocol that has to be followed in such cases.
Many AUPs specifically indicate that there is a chance that university users may completely lose the privacy of their electronic documents and records. Other universities (e.g. University of California Hastings College of the Law [56] ) go one step further and openly state that while they will make every effort to respect the privacy on an individual's files and emails, there is absolutely no guarantee of privacy and/or confidentiality:
"…you should be aware that there is no guarantee of privacy or confidentiality with regard to email/Internet communications." In general, acceptable use policies are intended to serve as guidelines for proper usage, but not as user controls. At the same time, according to a survey of AUPs used at a broad range of organizations (including institutions of higher education), many are not composed formally enough and are not sound from legal point of view [48] . However, they establish general rules for using computer resources that all users are assumed to follow, as well as a framework for understanding potential consequences which such usage may engender.
Research hypotheses and methodology
In order to study and analyze the effects of monitoring and acceptable use policies on electronic communications on public university campuses, we formulated a number of hypotheses reflecting students' perceptions and attitudes.
H1. Regardless or monitoring policies, users have an expectation of privacy in their electronic communications.
H1a. Understanding electronic monitoring policies and their effects on user privacy requires advanced knowledge, e.g., studying the implications of computing on society.
H2. Electronic monitoring policies help users understand the difference between electronic communications at home and on campus.
H3. Publicizing electronic monitoring policies helps increase user trust.
H4. As a result of monitoring policy enforcement, users will consciously limit or adjust their electronic communications.
We expect that the presence of, and knowledge and/or awareness of, electronic monitoring policies will have a profound effect on the way students use electronic communications media. We also expect that there will be a substantial difference in students' attitudes regarding electronic monitoring based on the depth of their understanding of the social implications of computing and technology. In the following sections, we describe the research study and analyze the obtained results.
The study was conducted in April 2010. Participation in the study was voluntary, survey responses were anonymous, and participants were not compensated. Sixty-five students, ages 18-25, from three different undergraduate courses were recruited for this study and divided into three groups based on the course from which they were recruited. Groups labeled C and E1 were recruited from several general education courses that emphasized introductory computer programming and web design skills. These groups consisted of students majoring in a broad range of disciplines that excluded computer science and information technology. The group labeled E2 was recruited from a senior-level non-technical computer science course focusing on the legal, social, ethical, and economic issues of IT. Approximately one half of this group consisted of computer science students; the rest of the students majored in information technology, design, and engineering disciplines. Characteristics of the study participants are summarized in Table 1 . On average, each student was using a computer just over 5 hours a day, with at least half of that time actively using the Internet. Also, an average study participant has been using computers for over eleven years. Such data suggests that the students participating in this study were appropriate for the research objectives. Members of all groups were asked to complete a survey consisting of series of questions aimed to measure their attitudes about privacy of their electronic communications on campus as well as their perception of being monitored. As shown in the Appendix, our survey instrument offered to all members of the group incorporated four constructs measuring their perception of privacy while using campus computers for electronic communications, trust to the university regarding privacy of information, the effects of electronic communication policy enforcement on their computer use, and comparing their computer use and electronic communications while at home to that on campus. Answers to all questions were based on a standard 7-point Likert scale anchored by 'Strongly agree' (1) and 'Strongly disagree' (7).
Group C was chosen as a control group (n=20). Members of this group were not provided with any additional information regarding electronic communications monitoring policies currently in place on campus. It was expected, however, that members of Proceedings of the 44th Hawaii International Conference on System Sciences -2011 all groups would have some awareness of such policies because all students are presented with a text of this policy when university email accounts are created for them. Additionally, all desktop computers on campus present users with a corresponding message at login.
Groups E1 and E2 served as experimental groups. Groups E1 (n=19) and E2 (n=26) were presented with the text of the current policy for electronic communications monitoring immediately before they were asked to complete the survey. It was expected that members of the group E2 would have a substantially better understanding of the implications of this policy because of the subject matter they studied in the course from which they were recruited.
For the purposes of this study, groups C and E1 represent average users who do not possess any indepth technical background. Group E2, however, represents somewhat more advanced users who possess a substantially better understanding of social implications of computing technology. Table 2 shows descriptive statistics for all individual components of every research construct used in this study. The validity of these measures was established using a factor analysis procedure whose results are summarized in Table 3 . Principal component factor analysis yielded four factors whose Eigen values were greater than 1 and which collectively accounted for 75.36% of the variance.
Analysis and findings
A series of ANOVAs on every characteristic was performed on each of the study groups. Results are presented in Table 4 .
Hypothesis H1 proposed that the users have an inherent expectation of the privacy of their electronic communications regardless of whether monitoring policies are in place. There is no statistical difference between control and experimental group E1 (p=0.1652, p=0.2383, p=0.1081, p=0.1525). Subjects in both groups indicated that they generally expect their emails and web browsing to be private and viewed electronic monitoring policy in effect on campus as a direct threat to their privacy. Therefore, our findings provide H1 with full support. Hypothesis H1a proposed that users should have advanced knowledge in order to understand the effects of electronic monitoring policies on their privacy. Members of group E2 have gained such knowledge in the course on social issues in computing from which they were recruited. As shown by our findings supporting hypothesis H1, typical users expect privacy in their communications whether or not they were Proceedings of the 44th Hawaii International Conference on System Sciences -2011 made aware of the monitoring policy. On the contrary, members of group E2 indicated that they do expect their privacy to be limited as a result of the policy. The difference in responses between control and experimental groups are statistically significant (p=0.0004, p=0.0004, p=0.0276, p=0.0365), which provides hypothesis H1a with full support. Hypothesis H2 proposed that electronic monitoring policies help users understand the difference between electronic communications at home and on campus. Compared to the control group, subjects who were made aware of these policies generally were much less inclined to equate electronic communications at home and on campus. Based on our findings, this hypothesis has full support based on the responses of typical users (E1, p=0.0022, p=0.0317) and partial support based on the responses of advanced users (E2, p=0.0188, p=0.0960). Group E2 gave a response to the HOME2 question that was not statistically different from the control group. In this question both groups agreed that they feel equally easy about using Facebook while on campus and while at home. This could be explained by the fact that the members of the advanced group have a good understanding of the general lack of privacy protection on Facebook, regardless whether it is used on campus or at home.
Hypothesis H3 proposed that making users aware of electronic monitoring policies helps increase their trust to the monitoring authority. Although the subjects from all groups indicated a very moderate to neutral degree of trust to the monitoring of electronic communications, there was no statistically significant difference between the groups (p=0.2349, p=0.1161, p=0.1781, p=0.0213, p=0.3062, p=0.1767). Therefore, our findings fail to support hypothesis H3.
Hypothesis H4 proposed that as a result of enforcing monitoring policy, users will consciously limit or adjust their electronic communications. Subjects from the control group and experimental group E1 indicated that in general electronic monitoring policies and their enforcement have no effect on their use of campus computers, web browsing patterns or choosing what information to post on social networks. Overall, there was no statistically significant difference in their responses (p=0.8581, p=0.2771, p=0.0398). Consequently, our findings do not provide support for hypothesis H4 among the group of typical users. However, subjects from the experimental group E2 indicated that the enforcement of these policies does have a profound impact in their electronic communications while on campus; these results were statistically different from the control group (p=0.0071, p=0.0013, p=0.0264). These results provide support for hypothesis H4 among the advanced user group, which echoes our findings for hypothesis H1a discussed above.
Discussion and conclusion
Our results show that in general, individuals expect that their electronic communications will remain private regardless of the implications of electronic monitoring policies or their knowledge and/or awareness of such policies. Furthermore, users often feel that there is no difference in the way they can use home and campus computers for communications. However, individuals who possess a more in-depth knowledge of general implications of computing on society seem to be open to the idea that their electronic communications on campus may not be entirely private. Our findings also suggest that regardless of their knowledge or policy awareness, individuals tend to be rather neutral in trusting that their privacy and that of their records is protected by the university and its IT infrastructure.
Our findings suggest that average users lack any significant understanding of acceptable use and electronic monitoring policies. Although electronic monitoring was present and users were made aware of the corresponding policies, this had no significant effect on their communication patterns and preferences. However, individuals with a deeper understanding of the implications of such policies reportedly adjusted their communications in response to the resulting possibility of diminishing privacy.
These findings may have significant implications for the application of electronic monitoring policies in Proceedings of the 44th Hawaii International Conference on System Sciences -2011 an academic setting and elsewhere. Users need to be better educated about what such policies might entail in a manner that is accessible to them. Although these policies may be clearly written and appear unambiguous to staff, administrators and IT personnel, they seem to be falling on deaf ears when it comes to the largest group of users -students.
This study focused on 'the big picture' of student perception, attitudes, and behavior in the context of electronic communications monitoring. It may be worthwhile to extend this research to look at different ways in which such policies could be written in order to maximize student comprehension of these policies.
Student attitudes and perceptions of privacy in light of electronic policies will undoubtedly vary at different institutions. Another direction for future work could extend this study longitudinally and replicate it across other universities. It will be especially interesting to study student attitudes and opinions about privacy internationally, and particularly in the European Union, where privacy laws are substantially different from those of the United States.
